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Introduction 
 

From the policies of the European External Action 
Service to NATO’s new Emerging Security Challenges 
Division, in the past year a great deal of attention 
has moved to the idea of “new” or “emerging” 
security challenges. Faced with complex problems 
such as cybersecurity, critical infrastructure 
protection and terrorism, European governments 
are increasingly called upon to “get in step”, and 
coordinate fragmented national initiatives. 
 
Against this backdrop, a panel of high-level experts 
with varied national, international and industry 
backgrounds gave participants insights into the 
challenges of dealing with emerging threats. The 
evening’s discussion focused on a number of 
themes, from information-sharing to the new 

characteristics of the cyber-domain. Yet ultimately, 
participants agreed that it was not the “newness” of 
such threats that was hampering Europe’s response. 
Rather, as Richard Wright, Director for Conflict 
Prevention and Security Policy in the European 

External Action Service (EEAS) stated, “getting in 
step must include the development of a closer 
commonality of approaches” between diverse 
agencies and nations. 
 
 

Emerging security challenges 
 

The speakers began by outlining the daunting array 
of new security threats. The broad scope of this 
agenda was aptly summarised by Jamie Shea, 
Deputy Assistant Secretary General of NATO’s 
Emerging Security Challenges Division. In a rapid 
break-down of numerous policy fields, Shea 
explained how this new division had been created to 
address issues of counter-terrorism, critical 
infrastructure protection, cybersecurity and non-
proliferation. These challenges may be rooted in 
new technologies such as cyber-attacks, or forms of 
political violence such as terrorism. Regardless, 
what set them apart was their rapid emergence in 
the last decade as growing threats to European 
member states. 
 
Shea admitted that some of these threats were not 
completely new to the Alliance. However, “NATO is 
using this as an opportunity to reassess what we’ve 
been doing in certain areas that we have been 
grappling with for some time already… and asking 
ourselves if we’ve really been producing what we 

Getting in step: Coordinating national responses to changing security threats 

“NATO is using this as an opportunity to reas-
sess what we’ve been doing in certain areas 
that we have been grappling with for some 
time already… and asking ourselves if we’ve 

really been producing what we hoped”. 
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hoped.” Overall, Shea was confident that a re-focus 
on these new challenges could support attempts “to 
pull in coherence and results where they did not 
exist before”. 
 
Wright agreed with this summary of the threat 
environment, but through the prism of the EEAS 
added an external dimension to these themes. 
“Security is by definition cross-sectoral and cross-
border, so you have to act externally to achieve 
internal security, and vice versa”, he explained. The 
result of this “need to promote coherence and 
complement it between internal and external 
actions”, was that “you can’t deal with these things 
by looking at only one aspect”. 
 
The obvious conclusion was the need for a 
“comprehensive approach” to deal with new 
security challenges. Serious state security issues 
such as terrorism or non-proliferation need to be 
addressed through many different disciplines. These 
include contrasting competencies such as law 
enforcement, criminal justice, border management 
and resilience to disasters. Clearly, such an agenda 

calls upon the EU and its members to pursue “trans-
national and regional approaches”, and to “carefully 
reflect on our instruments and means” in different 
areas of security, he concluded. 

This merging of previously separate security fields 
was picked up by Ivo Veenkamp, Director for Policy 
and Strategy with the National Co-ordinator for 
Counterterrorism of the Netherlands. Reflecting on 
practices within his national organisation, he 
asserted the need for “open-mindedness” when 
assessing new security challenges.  This changing 
threat environment can leave nations unprepared 
or surprised by developments in fields such as 
terrorism or critical infrastructure protection. “Don’t 
only look at things that may pose a threat today, but 
look at new developments which may become a risk 
in the future”, he cautioned. 
 
To achieve this level of foresight, it is important to 
“gather, analyse and question the information 
available”, he continued. Otherwise, the focus on a 
comprehensive approach will be wasted through 
faulty information. Only a wholly accurate 
assessment can forestall a security failing.  Finally, 
the importance of closely connecting analysis, policy 
and implementation as well as keeping your team 
small, proactive and forward thinking were the 
Dutch expert’s best pieces of advice for dealing with 
inherently unpredictable emerging security threats.  

“Security is by definition cross-sectoral and cross-
border, so you have to act externally to achieve 

internal security, and vice versa”. 
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Getting in step: Coordinating national responses to changing security threats 

 
The cyber domain 

 
The unpredictable nature of new security challenges 
is nowhere more evident than in the rapidly 
changing field of cybersecurity, and coordination in 
the cyber domain was a major theme of the debate. 
Harriet Pearson, Vice President, Security Counsel & 
Chief Privacy Officer for IBM, explained that the 
proliferation of network-capable technologies had 
given cybersecurity actors a host of “interesting and 
strategic challenges”. 
 
One such problem was what technical experts have 
dubbed “de-perimeterisation”, 
she explained. “In the security 
field, the traditional concept 
was that you draw a perimeter 
and you protect the perimeter; 
and that would suffice in that trusted insiders could 
function”. However in the new technology 
environment, “the perimeter has morphed, it has 
changed”, to include portable and wireless 
technologies, critical infrastructure electronics and 
even domestic transport. The result is a “landscape 
that is justifiably looked at as a threat landscape”. 
 
Faced with this new landscape, Shea acknowledged 
that the cyber domain was “one of the major 

priority areas for NATO, because we may have to 
catch up with the speed of developments”. One part 
of this institutional focus would be to better 
conceptualise aspects of cybersecurity. Member 
states need “a beefed up cyber concept, with a 
broader ambition that goes beyond NATO’s own 
systems”, he asserted. For NATO’s deterrent 
function, it was important to understand how 
“these new concepts of defence fit into existing 
structures”. Only when members had a clear set of 
“rules of the road” for cyber-conduct could 
threatening behaviour be properly gauged and dealt 
with, he concluded. 
 

Harriet Pearson agreed that 
collaborative standards of 
national conduct could aid 
cybersecurity and infrastructure 
protection, by guiding the 

development of good security practices. 
“Governments of all sizes and all scopes should not 
underestimate the power they have to lead by 
example and truly pull behaviours along in the 
private sector”, she affirmed. By encouraging 
coordination between national regulations on 
cybersecurity, Europe could seek true “security by 
design” in their complex systems. 
 

“Governments of all sizes and all scopes 
should not underestimate the power they 
have to lead by example and truly pull be-

haviours along in the private sector”. 
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Yet cybersecurity is not just about networks, it is 
also about the integrity of the hardware and 
software that Europe relies on. Frans Picavet, Global 
NCO Ambassador for IBM Belgium raised this point, 
asking if the fact that much software is now “open-
source” (written and donated by online users) could 
compromise critical systems. In response, Pearson 
was adamant that open-source software as such, 
was not a significant security threat. Due to the 
large number of individuals involved in coding, 
“there’s an inherent security that comes along with 
more ‘eyes on the code’”, she explained.  As long as 
you had a professional level of scrutiny on new 
programming, the danger is low. 
 
However, the potential for electronics 
manufactured abroad to be infected prior to 
delivery into key European systems did raise some 
concern, with Shea asking “how do you actually 
ensure the equipment you are buying doesn’t 
contain viruses at the production stage?” Pearson 
agreed that reliability and trust in industrial 
products was a key aspect of cybersecurity 
collaboration. She then elaborated some possible 
solutions, including the Trusted Technology Forum, 
a commercial initiative intended to create the 
“framework for global standards and best practices 
for how to build technology with integrity” in 
manufacturing electronics. 

 
The conclusion was clearly that dealing with the 
emerging security challenges of the cyber domain 
would require “a global collaboration, both private 
and public, that will add to existing cyber criteria for 
security”. 
 

The importance of coordinating  
information sharing 

 
An important facet of coordinating responses to 
emerging security threats is the need to share 
information between detached institutions and 
agencies. This was a challenge elaborated by many 
participants. Wright was a strong proponent, saying 
that “when different institutions are dealing with 
these issues, clearly, we need to share information”. 
Elaborating on the EU’s relationship with NATO, he 
added that “we informally tell each other what we 
are doing in new areas” on a regular basis. With 
these major institutions sharing a majority of 
members and resources, it is obviously “useful and 
important to not tread on each other’s toes”. 
 
Shea agreed, and in response to a question from the 
floor about risk assessment, explained the practical 
ways that NATO and the EU were collaborating to 
create a broader intelligence picture for their 
members. NATO’s BICES intelligence distribution 
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Getting in step: Coordinating national responses to changing security threats 

centre was one example, which allows “more and 
more risk assessment and intelligence information” 
to be collated and made available “24/7” for 
counter-terrorism or operational purposes.  “The EU 
is plugged in to this system”, Shea asserted, which 
improved the flow of information amongst 
complementary missions both in Europe and 
beyond. 
 
Veenkamp went further, 
arguing that the quality of 
information was also improved 
by such cooperation. “When you look at counter-
terrorism, you have to be able to connect the local 
with the national with the international”, he 
explained. Faced with this challenge, “a big threat 
for a national government is that you lose contact 
with what is happening on the ground”. Sharing 
professional opinions and perspectives between 
institutions can help individual actors develop a 
more accurate picture of events. “Don’t only look 
for people who have the same background as 
yourself”, he concluded. 
   
Whilst sharing information is clearly important for 
predicting future vulnerabilities in the long term, 
some questioned the effectiveness of these 
principles in fast-paced emergencies. Alexander von 
Lingen, Chair of EquipEurope picked up the point.  

“Coordination is very useful in the centre, but I 
wonder, how can coordination work in the field, 
where you cannot sit and discuss, but decisions have 
to be taken very fast?”, he asked. 
 
Pearson agreed that an important aspect of the new 
information sharing environment was the growing 
responsibility for front-line staff to process 

intelligence. “Horizontal power 
structures are increasingly 
important and are 
supplementing, maybe even 

re-orientating, previously vertically structured 
organisations”, she explained. Information must be 
“pushed out into the periphery, to the front-lines”, 
if it is to be of use. 
 
Veenkamp also believed that “horizontal 
information relationships are becoming more 
important” when dealing with critical decisions on 
the ground. To coordinate and execute decisions 
based on shared information, “one of the crucial 
competencies is that they [staff] are able to deal 
with dilemmas”, he continued. “There is no such 
thing as a simple decision”, and operatives dealing 
with emerging security challenges are increasingly 
called upon to show good judgement when 
receiving information. 
 

“A big threat for a national government is 
that you lose contact with what is happen-

ing on the ground”. 

7 



 

   
 

SECURITY & DEFENCE AGENDA  

 

Another problem may be the availability of too 
much information, Shea cautioned. “Having all of 
this information is great, it can also save lives, but 
we need to learn how to process it all effectively”.  
The risk of information “overload”, especially in a 
digitalised information environment was “one of the 
biggest challenges now” for 
coordinating action, he asserted. 
From intelligence processing to 
coordinating operational responses, 
“having spent 20 years gathering more data, the 
challenge will be to rein it in [...] and start to be 
more discerning in how we manage information”. 
 
The sharing of information between agencies 
prompted a question about data security from Elisa 
Oezbek, consultant, ESC-Counterterrorism Section 
at NATO. Referencing the Wikileaks scandal, she 
asked “if more people know more, will that become 
a bigger security threat to information?” Veenkamp 
agreed that data protection breaches such as 
Wikileaks raised serious questions about the volume 
of information that is passed freely between 
security actors. “It is a strange idea that all 
information should be available to everyone – of 
course not”, he retorted. Pearson also agreed that 
there was a need to balance access and “the need 
to know”. Rather then clamping down on 
information exchange, it was more important that 

partners agreed in advance “what do we need to 
share, who needs to see it, what are the access 
controls?” 
 
It was concluded that dealing with emerging 
security challenges would require careful 

consideration of the volume, 
quality and security of information 
exchanged. Regardless, sharing 
such information was necessary, 

and required members to consider “how to 
preserve the benefits of the open system in an 
information security context”, said Jamie Shea. 
 

Getting in step - conclusions 
 

Threats such as terrorism, cybersecurity and WMD 
proliferation call for transnational and cross-border 
solutions. Throughout the evening’s discussion, 
participants advocated a free exchange of 
information and expertise between different 
security actors to better meet these challenges. 
 
Yet in reaching this conclusion, it was striking how 
many of the proposed solutions to new threats were 
rooted in very old problems of institutional and 
bureaucratic impediments to coordination. 
 

“What do we need to share, who 
needs to see it, what are the ac-

cess controls?” 
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Getting in step: Coordinating national responses to changing security threats 

As Shea pointed out, “everybody is well aware of the 
state of the EU-NATO relationship”, and its failings. 
His call to “work together pragmatically where we 
can” has been a common one for these two 
institutions. Equally, Wright lamented how different 
departments within the European Commission lacked 
a common approach. “The financial instruments are 
not joined up, and have different legal bases”, he 
explained. The EU’s institutions are themselves 
lacking coordination. Veenkamp also stressed the 
need to work hard to “foster and connect your own 
organisation on many levels”. 
 
These problems are recognizable ones. European 
nations have historically wrestled with cooperation 
and coordination in many security fields. So whilst 
emerging threats may stimulate discussion about new 
environments or dangers, the new comprehensive 
solutions proposed by the panel will require some 
traditional solutions. As Wright stated, “getting in 
step must include the development of a closer 
commonality of approaches”. 
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Our advisory board represents a diversified group of high level decision makers, combining top level  

expertise and experience in the security and defence domain.  

Gen. Stéphane Abrial,  
Supreme Allied Commander Transformation 
NATO 
 
 
Pascale Andréani,  
Ambassador, French Delegation to NATO  
 
 
 
Claude-France Arnould 
Chief Executive, European Defence Agency 
(EDA)  
 
 
Patrick Auroy 
Assistant Secretary General for Defence In-
vestment, North Atlantic Treaty Organisation 
(NATO)  
 
Alyson Bailes 
Visiting Professor, University of Iceland and 
Former Political Director, 
Western European Union (WEU)   

 
Jean-François Bureau 
Contrôleur Général des Armées,  
Ministry of Defence, France  
 
 
Rik Coolsaet 
Head of the Department of Political Science, 
Ghent University  
 

 
Robert Cooper 
Counsellor, European External Action Service 
(EEAS) 

 
Gilles de Kerchove 
EU Counter-Terrorism Coordinator 
Council of the European Union  

Admiral Gianpaolo Di Paola 
Chairman of the Military Committee  
NATO 
 
 
Ambassador Hüseyin Diriöz 
Assistant Secretary General for Defence Policy and Planning  
NATO 
 
 
Dumitru Sorin Ducaru 
Ambassador, Delegation of Romania to NATO  
 

 
Christian Ehler 
Member of the Committee on Foreign Affairs 
European Parliament  
 

 
Cristina Gallach 
Head of Unit Communications in the Directorate General for 
Press, Communication and Transparency,  
Council of the European Union  
 
Bates Gill 
Director, Stockholm International Peace Research Institute 
(SIPRI) 
 

Ana Maria Gomes 
Member of the Subcommittee on Security and Defence, 
European Parliament  
 

Edward Hanlon 
President, Raytheon International Europe  
 

 
Scott A. Harris 
President, Continental, Lockheed Martin Global, Inc. 
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Karel Kovanda 
Governor and EU Representative,  
Asia-Europe Foundation  
 
 
Ģirts Kristovskis 
Minister of Foreign Affairs, Latvia  
 
 
 
Lt. Gen. David Leakey 
Former Director General of the European Union 
Military Staff  

 

Janusz Onyszkiewicz 
President of the Council of the Euro-Atlantic Asso-
ciation, Poland  
 
 
Stephen Phipson 
President, Smiths Detection International  
 
 
 
William P. Pope 
Senior Advisor for Europe,  
Permanent Mission of the United States to the 
United Nations in New York  
 

Jamie Shea 
Deputy Assistant Secretary General for Emerging 
Secretary Challenges  
NATO 

 
Gen. Sir Rupert Smith 
Former Deputy Supreme Commander Allied  
Powers Europe  
 
 
Walter Stevens 
Permanent Representative of the Kingdom of 
Belgium to the Political and Security Committee 
of the EU and to the Western European Union  
 
Leendert van Bochoven 
NATO Account Executive and Defence Leader for 
Global Business Services, IBM Nederland B.V.  

Geoffrey Van Orden  
Member of the Subcommittee on Security and  
Defence, European Parliament  
 
 
Lt. Gen. Ton van Osch 
Director General of the European Union Military Staff  
 
 
 
Veronika Wand-Danielsson 
Ambassador, Mission of Sweden to NATO  
 
 

 
Nick Witney 
Senior Policy Fellow 
European Council on Foreign Relations (ECFR)   
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The Security & Defence Agenda (SDA) would like to thank 
its members and partners for their support. 

For further information on SDA membership, contact us at: 
Tel: +32 (0)2 739 1582 | E-mail: info@securitydefenceagenda.org 

The SDA gratefully acknowledges the generous support of the following governments: 
Belgium | Czech Republic | Finland | France | Italy | Netherlands 

Qatar | Romania | Russia | Sweden | Turkey | United States  | United Kingdom  

I N T E R P O L  
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